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DETAILED ACTION 

Claim Rejections - 35 USC §112 

1 . The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

2. Claims 1-15 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 

3. With regard to claim 1 , it is unclear what Applicant intends to claim. The 
preamble states that the claim refers to a network apparatus, but goes on to claim a 
plurality of components. Figure 1 suggests that these are discrete elements that are not 
located in a single apparatus. 

4. With regard to claim 1, the limitation "determining if said nominal destination 
should be redirected" (Page 9, Lines 20-21) is unclear. It is unclear how the destination 
may be redirected. The Examiner recommends that the claim be amended to recite 
"determining if said user traffic should be redirected" or a similar recitation. Claim 8 
contains a similar recitation (Page 10, Lines 31-32). 

5. With regard to claim 1, the limitation "a respective numerical network address to 

i 

redirect according to said respective logical name" (Page 9, Lines 25-26) is unclear. It is 
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unclear how the address may be redirected. The Examiner recommends that the claim 
be amended to recite "querying said address server for a respective numerical network 
address, corresponding to said respective logical name, to redirect the traffic to." or a 
similar recitation. 

6. All claims not individually rejected are rejected by virtue of their dependency from 
the above claims. 

Claim Rejections - 35 USC § 103 

7. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

8. Claims 1-3,8,10, and 11 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Zhang et al. (US 6,119,160) in view of RAD Data Communications. 

9. With regard to claim 1, Zhang discloses a network apparatus comprising: a 
plurality of service-option resources (Col 5, Lines 44-50 and Fig 1 , 14 &16) each having 
a respective numerical network address (IP address); an authorization server storing 
respective user profiles for identifying service-option resources to which each one of a 
plurality of users are authorized to use (AAA server) (Col 4, Lines 19-26); and a plurality 
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of service selection gateways (Fig 1, 122, 144) coupled said service-option resources, 
said address server, and said authorization server, each service selection gateway: 
receiving user traffic from a respective user directed to a nominal destination (service 
login request) (Col 4, Lines 56-58), determining if said nominal destination should be 
redirected to one of said service-option resources in response to a respective user 
profile (determine if access is authorized) (Col 5, Lines 6-12). 

Zhang fails to specifically disclose an address server storing said numerical 
network addresses and a respective logical name corresponding to each numerical 
network address, said address server responding to queries by providing a numerical 
network address corresponding to a logical name contained in a respective query or 
querying said address server for a respective numerical network address to redirect 
according to said respective logical name. 

RAD Data Communications discloses a well-known system for translating logical 
names into numerical addresses. RAD discloses an address server storing said 
numerical network addresses (IP address) (Page 2) and a respective logical name 
corresponding to each numerical network address (domain name) (Page 3). The 
address server responds to queries by providing a numerical network address 
corresponding to a logical name contained in a query (Pages 7-8). Using this system to 
query for a numerical address corresponding to the logical name of the appropriate 
service-option resource would have been an advantageous addition to the system 
disclosed by Zhang. This system would have allowed the service-option resources to be 
referred to by a hostname in the service selection gateway, making it easier for 
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administrators to remember the names of the available resources when configuring the 
gateways. Additionally, changes in the IP address of the service-option resources would 
be handled by the DNS system, and would not require reconfiguration at the service 
selection gateway. 

Therefore, it would have been obvious to one of ordinary skill in the art to use 
logical names to refer to the service-option resources and resolve them into IP 
addresses using the DNS system disclosed by RAD. This would have made it easier for 
administrators to remember the names of the available resources when configuring the 
gateways and eliminated reconfiguration of the service selection gateway when the IP 
address of the service-option resources changed. 

10. With regard to claims 2 and 10, RAD Data Communications further discloses that 
said numerical network addressers are comprised of IP addresses (Page 2). 

1 1 . With regard to claims 3 and 1 1 , Zhang further discloses that said service-option 
resources include subscription services and wherein said network apparatus further 
comprises a service selection dashboard through which said users obtain authorization 
for said subscription services (Col 3, Lines 64-66). 

12. With regard to claim 8, Zhang discloses a method of forwarding user traffic in a 
computer network including a plurality of service-option resources each having a 
respective numerical network address (IP address), said method comprising the steps 
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of: storing respective user profiles for identifying service-option resources to which each 
one of a plurality of users are authorized to use (Col 4, Lines 19-26); receiving at a 
service selection gateway user traffic from a user in the form of a packet having a 
nominal destination (service login request) (Col 4, Lines 56-58); determining where said 
nominal destination should be redirected in response to respective user profile 
(determine if access is authorized) (Col 5, Lines 6-12); and said service selection 
gateway redirecting said packet to said respective numerical network address (user is 
connected to service) (Col 5, Lines 44-50). 

Zhang fails to specifically disclose an address server storing said numerical 
network addresses and a respective logical name corresponding to each numerical 
network address, said address server responding to queries by providing a numerical 
network address corresponding to a logical name contained in a respective query or 
querying said address server for a respective numerical network address to redirect 
according to said respective logical name. 

RAD Data Communications discloses a well-known system for translating logical 
names into numerical addresses. RAD discloses an address server storing said 
numerical network addresses (IP address) (Page 2) and a respective logical name 
corresponding to each numerical network address (domain name) (Page 3). The 
address server responds to queries by providing a numerical network address 
corresponding to a logical name contained in a query (Pages 7-8). Using this system to 
query for a numerical address corresponding to the logical name of the appropriate 
service-option resource would have been an advantageous addition to the system 
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disclosed by Zhang. This system would have allowed the service-option resources to be 
referred to by a hostname in the service selection gateway, making it easier for 
administrators to remember the names of the available resources when configuring the 
gateways. Additionally, changes in the IP address of the service-option resources would 
be handled by the DNS system, and would not require reconfiguration at the service 
selection gateway. 

Therefore, it would have been obvious to one of ordinary skill in the art to use 
logical names to refer to the service-option resources and resolve them into IP 
addresses using the DNS system disclosed by RAD. This would have made it easier for 
administrators to remember the names of the available resources when configuring the 
gateways and eliminated reconfiguration of the service selection gateway when the IP 
address of the service-option resources changed. 

13. Claims 4-6 and 12-14 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Zhang et al. (US 6,1 19,160) in view of RAD Data Communications in further view 
of Li etal. (US 6,119,165). 

14. With regard to claims 4-6 and 12-14, while the system disclosed by Zhang in 
view of RAD Data Communications shows substantial features of the claimed invention 
(discussed above), it fails to disclose that said service option resources include at least 
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one firewall resource, at least one virus scanning resource, or at least one content- 
filtering resource. 

Li teaches a system where client requests are passed through a proxy server 
that provides various services to the client. Li discloses that the services include firewall 
service, virus scanning service, and content filtering service (Col 5, Lines 5-23). These 
services are well known in the art and provide enhanced security to users of the system. 
They would have been an advantageous addition to the system disclosed by Zhang in 
view of RAD Data Communications since they would have allowed the users to utilize 
them in order to block viruses, objectionable content, and network attacks from outside 
the firewall. 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to provide firewall service, virus scanning service, and/or 
content filtering service to the users of the system since it would have allowed the users 
to block viruses, objectionable content, and network attacks from outside the firewall. 

15. Claims 7 and 15 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Zhang et al. (US 6,1 19,160) in view of RAD Data Communications in further view of 
Brown etal. (US 6,732,179). 

16. With regard to claims 7 and 15, while the system disclosed by Zhang in view of 
RAD Data Communications shows substantial features of the claimed invention 
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(discussed above), it fails to disclose that said service option resources include at least 
one walled-garden resource. 

Brown teaches the use of walled-garden resources to provide controlled access 
to network-based services such as newspapers, music, video, and stock prices (Col 7, 
Line 41 to Col 8, Line 14). This allows the content provides to sell subscriptions to the 
services in the walled garden and keep unauthorized users from accessing the services 
(Col 14, Lines 1-26). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to use walled-garden resources in the system disclosed by 
Zhang in view of RAD Data Communications since it would have allowed content 
providers to sell subscriptions to the services in the walled garden and keep 
unauthorized users from accessing the services. 

17. Claim 9 is rejected under 35 U.S.C. 103(a) as being unpatentable over Zhang et 
al. (US 6,1 19,160) in view of RAD Data Communications in further view of Bero (US 
6,769,031). 

18. With regard to claim 9, while the system disclosed by Zhang in view of RAD Data 
Communications shows substantial features of the claimed invention (discussed above), 
it fails to disclose reconfiguring said service-option resources, resulting in changed 
numerical network addresses; and modifying said stored numerical network addresses 
on said address server; whereby said service selection gateway continues to redirect 
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said packets to a correct numerical network address after said reconfiguring step 
without requiring any changes to said service selection gateway. 

Bero teaches a method of updating a DNS server when the IP address of a 
server changes. This allows the DNS server to maintain the correct mapping between 
the logical hostname and the current IP address of the server (Col 9, Line 63 to Col 10, 
Line 19). This way, any clients attempting to access the server do not have to make any 
changes in order to access the server since the DNS server will return the new IP 
address when a resolution request is made. 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to use the method taught by Bero to update the DNS 
server whenever the IP address of a service-option resource changes in the system 
taught by Zhang and RAD. This would have allowed the service selection gateway to 
properly redirect the packets without making any changes. 

Conclusion 

19. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

20. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Aaron Strange whose telephone number is 571-272- 
3959. The examiner can normally be reached on M-F 8:30-5:00. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Glen Burgess can be reached on 571-272-3949. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



